
CIT 170 – Principles of Information Assurance 

Instructor: Treyton Williams, Associate Professor 

Course Information                     

Course Description: This course provides instruction on securing critical infrastructure components and 
implementing the latest security technologies. 

Learning Outcomes: 1.       Upon successful completion of the course, the student will be able to: 
2.       Define information security 
3.       Recount the history of computer security, and explain how it evolved into 

information security 
4.       Define key terms and critical concepts of information security 
5.       Enumerate the phases of the security systems development life cycle 
6.       Describe the information security roles of professionals within an 

organization 
7.       Demonstrate that organizations have a business need for information 

security 
8.       Explain why a successful information security program is the 

responsibility of both an organization’s general management and IT 
management 

9.       Identify the threats posed to information security and the more common 
attacks associated with those threats, and differentiate threats to the 
information within systems from attacks against the information within 
systems 

10.   Describe the issues facing software developers, as well as the most 
common errors made by developers, and explain how software 
development programs can create software that is more secure and reliable 

11.   Describe the functions of and relationships among laws, regulations, and 
professional organizations in information security. 

12.   Differentiate between laws and ethics 
13.   Identify major national laws that affect the practice of information security 
14.   Explain the role of culture as it applies to ethics in information security 
15.   Define risk management, risk identification, and risk control 
16.   Describe how risk is identified and assessed 
17.   Assess risk based on probability of occurrence and likely impact 
18.   Explain the fundamental aspects of documenting risk via the process of a 

risk assessment 
19.   Describe the various risk mitigation strategy options 
20.   Identify the categories that can be used to classify controls 
21.   Recognize the existing conceptual frameworks for evaluating risk controls 

and formulate a cost benefit analysis 
22.   Describe how to maintain and perpetuate risk controls 
23.   Define management’s role in the development, maintenance, and 

enforcement of information security policy, standards, practices, 
procedures, and guidelines 

24.   Describe what an information security blueprint is, what its major 
components are, and explain how it supports the information security 
program 

25.   Discuss how an organization institutionalizes its policies, standards, and 
practices using education, training, and awareness programs 



26.   Explain what contingency planning is and how it relates to incident 
response planning, disaster recovery planning, and business continuity 

27.   Recognize the important role of access control in computerized 
information systems, and identify and discuss widely-used authentication 
factors 

28.   Describe firewall technology and the various approaches to firewall 
implementation 

29.   Identify the various approaches to control remote and dial-up access by 
means of the authentication and authorization of users 

30.   Discuss content filtering technology 
31.   Describe the technology that enables the use of virtual private networks 
32.   Identify and describe the categories and operating models of intrusion 

detection and prevention systems 
33.   Define and describe honeypots, honeynets, and padded cell systems 
34.   List and define the major categories of scanning and analysis tools, and 

describe the specific tools used within each of these categories 
35.   Explain the various methods of access control, including the use of 

biometric access mechanisms 
36.   Chronicle the most significant events and discoveries in the history of 

cryptology 
37.   Explain the basic principles of cryptography 
38.   Describe the operating principles of the most popular cryptography tools 
39.   List and explicate the major protocols used for secure communications 
40.   Discuss the nature and execution of the dominant methods of attack used 

against cryptosystems 
41.   Discuss the relationship between information security and physical 

security 
42.   Describe the key physical security considerations including fire control 

and surveillance systems 
43.   Identify critical physical environment considerations for computing 

facilities, including uninterruptible power supplies 
44.   Explain how an organization's information security blueprint becomes a 

project plan 
45.   Enumerate the many organizational considerations that a project plan must 

address 
46.   Explain the significance of the project manager's role in the success of an 

information security project 
47.   Establish the need for professional project management for complex 

projects 
48.   Describe technical strategies and models for implementing a project plan 
49.   Anticipate and mitigate the nontechnical problems that organizations face 

in times of rapid change 
50.   Describe where and how the information security function should be 

positioned within organizations 
51.   Explain the issues and concerns related to staffing the information security 

function 
52.   Enumerate the credentials that information security professionals can 

acquire to gain recognition in the field 
53.   Illustrate how an organization's employment policies and practices can 

support the information security effort 
54.   Identify the special security precautions that must be taken when using 

contract workers 
55.   Explain the need for the separation of duties 



56.   Describe the special requirements needed to ensure the privacy of 
personnel data 

57.   Discuss the need for ongoing maintenance of the information security 
program 

58.   List the recommended security management models 
59.   Define a model for a full maintenance program 
60.   Identify the key factors involved in monitoring the external and internal 

environment 
61.   Describe how planning, risk assessment, vulnerability assessment, and 

remediation tie into information security maintenance 
62.   Explain how to build readiness and review procedures into information 

security maintenance 
63.   Define digital forensics, and describe the management of the digital 

forensics function 
64.   Describe the process of acquiring, analyzing, and maintaining potential 

evidentiary material 
Prerequisites: DSPR 0800, DSPW 0800, DSPM 0800 

Textbooks, Supplementary Materials, Hardware and Software Requirements 

Class 

Requirements: 

High level knowledge of Windows. 

Required Textbooks: Principles of Information Security, Whitman & Mattord, 4th edition DSCC 
Bookstore 

Hardware 
Requirements: 

Flash drive 

Software 
Requirements: 

Windows 7, Office, and Internet Explorer 7.x and above. 

Instructor Information 

Name: Treyton Williams, Associate Professor of Computer Information Technology 

Contact Info: Dyersburg State Community College / Jimmy Naifeh Center 
Academic Building / Room 139, 3149 Highway 51 South, Covington, TN  38019 
Email: trwilliams@dscc.edu / Phone: 901.475-3198 

Office Hours: On D2L class website. 

Virtual Office Hours: Available M-F by appointment for virtual consultation.  

Communications 
Preference: 

Please use the email from within D2L. If D2L is not available, 
email trwilliams@dscc.edu. 

Email is checked twice daily, Monday – Friday. My goal is to turn around all emails 
within 24 hours. 

Support 

http://www.dscc.edu/bookstore
http://www.dscc.edu/bookstore
mailto:trwilliams@dscc.edu
mailto:trwilliams@dscc.edu


Web Resources: For technical assistance with online classes, contact the LRC Help Desk.  The Help 
Desk telephone number for the Dyersburg area is 731-288-7780.  The Help Desk 
telephone number for the Covington area is 901-475-3177.  The Help Desk 
telephone number for the Trenton area is 731-221-5180. 
You may also contact the Help Desk by e-mail. The address is helpdesk@dscc.edu.  

Library: For the DSCC library or help desk go to www.dscc.edu and click on Learning 
Resource Center link. 
For the Tennessee Virtual Library go to www.tn.regentsdegrees.org and click on 
TBR Virtual Library. 

Students With 
Disabilities 

Dyersburg State Community College is committed to providing a discrimination 
free environment for all students. Students with disabilities are encouraged to 
inform the College of any assistance they may need. Please notify your instructor or 
ADA Coordinator at (731) 286-3242. 

Assessment and Grading 

Testing Procedures: Tests are open for 7 days. They will opened on Monday and close on Friday night. 
Assessment includes three tests. Quizzes and tests are given online. No makeup 
tests or quizzes are given. 

Grading Procedures: Each student will be evaluated by a grade that will consist of the following criteria: 
Assignments/Labs: 45% 
Tests and Final Exam: 55% 
  
Assignment Breakdown: 12 assignments, 45 points 
Exams: 3 exams, 55 points. 
NOTE: Specific breakdown located under Weekly Schedule in the syllabus and 
under CONTENT in D2L 

Grading Matrix: 90 – 100 / A 
80 – 90 / B 
70 -80 / C 
60 – 69 / D 
0 – 59 / F 

Weekly Schedule: Weekly Schedule 

*** Unless otherwise noted, all training, exams, quizzes, and projects are due on 
Sunday night at 11:59pm 

Week Reading / Assessment Points 
1     
2 Chapter 1 / RQ, E5 2 
3 Chapter 2 / RQ, E2 2 
4 Chapter 3 / RQ, E2 2 
5 Chapter 4/ RQ, E3 2 
6 Chapter 5/ RQ, E5 2 
7 Exam 1 15 
8 Chapter 6/ RQ, E1 5 
9 Chapter 7/ RQ, E3 5 

10 Chapter 8/ RQ, E3 5 
11 Chapter 9/ RQ, E3 5 
12 Exam 2 15 
13 Chapter 10/ RQ, E4 5 

mailto:helpdesk@dscc.edu
http://www.dscc.edu/
http://www.tn.regentsdegrees.org/


14 Chapter 11/ RQ, E4 5 
15 Chapter 12/ RQ, E3 & 4 5 
16 Exam 3 25 

    100 
 

Assignments 

Assignments and Labs 
Submission: 

Late labs and assignments are NOT accepted. Because assignments normally have 
about one week to submit, late assignments should not be a problem. Assignments 
MUST be submitted through DROPBOX in D2L. All assignments are due on 
Sunday night by 11.59pm. 

Exams Our exams are NOT proctored.  These exams are take home! 

Resources 

External 
Browser  Check: 

After logging onto D2L (elearn.dscc.edu), look for the link in the right hand column 
titled “Browser Check”. Please remedy any deficiencies to ensure a smooth 
transition to the online learning environment. {External to the College}. 

Learning Resource 
Center Labs: 

Dyersburg Campus 
8:00 - 8:00 Monday-Thursday 
7:30 - 4:00 Friday   
9:00 - 1:00 Saturday 
Tipton County Center (Covington) 
8:00- 7:00 Monday-Thursday 
9:00 - 3:30 Friday 
Gibson County Center (Trenton) 
8:00 - 9:00 Monday - Thursday 
8:00 -4:30 Friday 

Printing: Printing is limited to 250 pages per term at the various sites. Should additional 
copies be warranted, please add copies to your account at either the business office 
or the LRC. 

Classroom Rules                                           

Roll: Attendance is verified by completion of assignments and staying active in D2L 

Offensive Language: Not tolerated. Since this is college, we will conduct ourselves accordingly. 

Attendance: Regular class attendance is essential to student success in college.  Absence from 
the classroom negatively affects student success and learning outcomes.  Dyersburg 
State Community College has established the following Class Attendance Policy 
which is applicable to all students attending classes both in person and online. 
  
1.       Attendance at all class sessions and regular participation in any online course 

for which a student is registered are expected. 
  
2.       Absences will be counted from the first meeting of the class. 
  
3.       It is the student’s responsibility to contact the instructor prior to an absence 

from class or shortly after the absence.  The instructor will determine whether 
an absence is excused or unexcused. 

  
4.       The student is responsible for all work and/or lecture material covered in any 



missed class session.  The instructor will determine whether to accept makeup 
work for the class. 

  
5.       Students who have three (3) consecutive unexcused absences from a class 

that meets three (3) hours per week, or two (2) consecutive unexcused absences 
from a class that meets twice weekly or one (1) unexcused absence from a class 
that meets once weekly in a three (3) hour block, will be reported as “stopped 
attending.”  Students who do not participate in an online course for one week 
will be reported as “stopped attending.” 

  
6.       Students who exhibit a pattern of absences, even if not consecutive, may also 

be reported as “stopped attending.” 
  
7.       A “stopped attending” designation may negatively impact receipt of current 

and future financial aid. 
  
8.       It is the student’s responsibility to officially withdraw from a course if a 

“stopped attending” designation is reported or if continuing, regular attendance 
proves impossible.  In these circumstances, failure to withdraw from a course 
by the deadline listed in the Academic Calendar will result in a grade of “F,” 
and may negatively impact eligibility for future financial aid and/or continued 
enrollment (please note that a grade of W may also negatively impact eligibility 
for future financial aid). 

  
9.       Failure to contact the instructor prior to an absence may result in the 

designation of the absence as being “unexcused.”  
  
10.    Students wishing to appeal a determination of an unexcused absence or 

“stopped attending” designation should attempt to resolve the matter with the 
instructor within five (5) days from the last date of attendance.  If the student 
still wishes to appeal, he/she must present the matter in writing to the Vice 
President for the College within five (5) days after attempting to clarify or 
resolve the matter with the instructor.  The Vice President should receive the 
appeal within ten (10) days after the last date of attendance.  After the Vice 
President for the College receives the appeal, a hold will be placed on the 
student’s account during the appeal process.  The Vice President for the 
College will render a final decision within ten (10) days.  If the Vice President 
for the College denies the appeal, unearned financial aid money will be 
returned to the Federal Government (as required by Federal law) and the 
student may have an account balance.  It should be noted that if an appeal is not 
requested, any unearned financial aid money will be returned to the Federal 
Government and the student will have to repay unearned financial aid money. 

  
11.  Nothing in this policy shall be construed as preventing an instructor from 

having a more restrictive attendance policy regarding absences for an 
individual class 

Tobacco Use: The use of tobacco products in all Dyersburg State Community College property is 
prohibited. Tobacco usage is permitted only in private vehicles. Tobacco use of any 
kind is prohibited in all buildings and indoor facilities, campus grounds and 
walkways, including off campus locations, athletic fields and courts, parking lots 
and vehicles that are owned, rented or leased by Dyersburg State Community 
College. This policy applies to the entire college community, including employees, 



students, contractors and visitors. 

Responding to 
Submitted 
Assignments: 

All submitted assignments to DROPBOX should receive a grade no later than 2 
days after submission, Monday-Friday. In the event no grade is received, please 
make contact with the instructor. 

Discussions: Review the discussion threads thoroughly before entering the discussion. Be a 
lurker then a discussant. 
Try to maintain threads by using the "Reply" button rather starting a new topic. 
Do not make insulting or inflammatory statements to other members of the 
discussion group. Be respectful of other's ideas. 
Be patient and read the comments of other group members thoroughly before 
entering your remarks. 
Be cooperative with group leaders in completing assigned tasks. 
Be positive and constructive in group discussions. 
Respond in a thoughtful and timely manner. 

Syllabus Changes: From time to time during the semester it may be necessary to make changes to the 
material in the course syllabus. Any necessary changes to the course syllabus will 
be sent to you by e-mail and posted within the online course material. 

Server Outage 
Disclaimer: 

The server on which DSCC’s online courses are hosted will be occasionally 
unavailable due to upgrades and or maintenance.  Regularly scheduled outages will 
occur during the early morning hours of the second Sunday and third Tuesday of 
each month.  There may also be unplanned downtime due to failures of one kind or 
another.  Because the server is not located at DSCC, the college cannot directly 
correct these situations. You will need to contact your instructor(s) directly to make 
accommodations should an unplanned outage prevent you from taking a quiz or 
submitting an assignment. 

Civility: Show everyone courteous behavior and politeness 

  

  

  

  

 


